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Certificate

Quickly Applying for and Using an OV

SSL Certificate

With an SSL certificate deployed on your web server, the server uses HTTPS to
establish encrypted links to the client, ensuring data transmission security.

Scenarios

Procedure

Cloud Certificate Manager (CCM) provides domain SSL certificates. You can
purchase them as required. There are three types of domain name certificates:
DV, OV, and EV. OV wildcard-domain SSL certificates are widely used to
provide encryption protection for all subdomain names and are widely used
by the Ministry of Foreign Affairs, State Grid, and Huawei Cloud.

This topic walks you through on how to quickly apply for and use an SSL
certificate in CCM. Let's apply for a wildcard-domain OV SSL certificate from
GlobalSign.

A wildcard-domain certificate can protect only subdomains of the same level.
For example, a level-2 wildcard domain name *.example.com can protect
test.example.com, but cannot protect a level-3 subdomain name such as
test.test.example.com.

Step Description

Preparations After registering a Huawei Cloud and enabling

Huawei Cloud services, complete real-name
authentication, top up your account, and grant
permissions to IAM users.

Step 1: Purchase an SSL | Configure the parameters for purchasing an OV SSL
Certificate certificate.

Step 2: Apply for an SSL | After you purchase a certificate, associate a domain
Certificate name, provide additional details, and then submit

the application for approval.
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Step

Description

Step 3: Verify the
Domain Ownership

After you submit a certificate application, configure
domain name verification information to verify
your ownership of the domain name.

Step 4: Verify the
Organization

After the domain name ownership is verified, the
CA will initiate organization verification.

Step 5: Issue an SSL

After the organization verification is complete, the

Certificates

Certificate CA manually reviews the certificate information.
After the information is approved, the CA issues the
certificate.

Using OV SSL After applying for a certificate, you can deploy the

certificate to other Huawei Cloud services in one-
click mode or download the certificate and deploy
it on a server.

Preparations

1. Sign up with Huawei Cloud and complete real-name authentication.

Before purchasing a certificate, sign up for a HUAWEI ID and enable
Huawei Cloud services and complete real-name authentication first.

2. Ensure that your account has sufficient balance or has a valid payment

method configured.

3. The account for purchasing a certificate has the SCM Administrator/SCM
FullAccess, BSS Administrator, and DNS Administrator permissions.

- BSS Administrator: has all permissions on account center, billing center,
and resource center. It is a project-level role, which must be assigned in

the same project.

- DNS Administrator: has full permissions for DNS.

For details, see Permission Management.

Step 1: Purchase an SSL Certificate

Step 1 Log in to the management console.

Step 2 Click — in the upper left corner of the page and choose Security & Compliance
> Cloud Certificate Management Service. The SSL certificate manager page is

displayed.

Step 3 In the upper right corner of the page, click Buy Certificate to go to the certificate

purchase page.

Step 4 On the Buy CCM page, set the following parameters, as shown in Figure 1-1.
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Table 1-1 Parameters for purchasing an OV SSL certificate

Parame | Example Description

ter

Billing One-time SSL certificates are a single-time product.

Mode

Type SSL certificate - | -

domain name

Domain | Wildcard You can associate Single domain, Multiple

Type domain, or Wildcard with a certificate as
required. For more information, see Domain

Name Types Supported in SCM.

Domain | 1 e If the Domain Type value is Single domain or
Quantit Wildcard, you can only associate one domain
y name with a certificate.

e |f the Domain Type value is Multiple
domains, The number of domain names
ranges from 2 to 250. Set the number of
domain names as required.

Certifica | OV CCM provides three types of SSL certificates: OV,

te Type DV, and EV. Different types of certificates apply to
different application scenarios, trust levels, and
security levels. For details, see Certificate Types.

Certifica | GlobalSign CCM supports the following certificate authorities:

te DigiCert, GeoTrust, and GlobalSign.

Authorit For details about the types of certificates that can

y be issued by each CA, see Certificate Authority.

Region | All -

Validity | 1 year Select the validity period as required. The longer

Period the subscription period, the higher the discount.

Quantit |1 Set the value as required.

y

Tags Not added Tags are used to identify SSL certificates,
facilitating cloud resource classification and
management.

Figure 1-1 Parameters for purchasing an OV SSL certificate
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Step 5
Step 6

Step 7
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Click Next.

Confirm the order information and agree to the CCM statement by selecting |
have read and agree to the Cloud Certificate Manager Statement. Click Pay.

On the displayed page, select a payment method.

After the payment is successful, you can go to the SSL Certificate Manager > SSL
Certificates page to view certificates you purchased.

--—-End

Step 2: Apply for an SSL Certificate

Step 1

Step 2

After you purchase a certificate, you still need to associate a domain name with it,
provide certain details, and then submit it for approval. The CA will not issue the
certificate until all of the submitted details have been reviewed.

Log in to the management console.

Click = in the upper left corner of the page and choose Security & Compliance
> Cloud Certificate Management Service. The SSL certificate manager page is
displayed.
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Step 3 In the Operation column that contains the certificate to be applied for, click
Apply for Certificate.

Figure 1-2 Applying for a Certificate

Certificate N... & Status/Ap... © Domain N... & Certificate... € Description & Associate Re... Certificate... & Auto-ren... © Operation

@® Pending GlobalSign (1 ye

Step 4 On the displayed page, set parameters such as domain name, enterprise, and
applicant. For details, see Submitting an SSL Certificate Application.

Figure 1-3 Certificate application details page

Apply for Certificate
Domain Name Details

# CSR System-generated CSR (recommended) IZEZI Select an existing CSR Upload a CSR

# Domain Name/IP

How Do | Enter a Domain Name?

Key Algorithm

Company Information

# Company Name
# Country/Region

# Name

# Phone Number

N
)

_ e
Submit | Save 1
«<»

~
Cancel |
A

Step 5 After confirming that the entered information is correct, read through the Cloud
Certificate Manager Statement, Privacy Statement, and the authorization
statement, and check the box to agree to the disclaimer and statements.

Step 6 Click Submit.
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The system will submit your application to the CA. During the approval process,
make sure that you can be reached by phone and that you regularly check for
emails from the CA.

--—-End

Step 3: Verify the Domain Ownership

The CA will handle your application within 2 to 3 working days and send a
verification email to you. You need to verify the domain name as required to prove
the domain name ownership. This section uses DNS verification as an example.

Step 1 Log in to the management console.

Step 2 Click — in the upper left corner of the page and choose Security & Compliance
> Cloud Certificate Management Service. The SSL certificate manager page is
displayed.

Step 3 In the SSL certificate list, locate the row that contains the certificate to be applied
for, and click Verify Domain Name in the Operation column.

Figure 1-4 Domain ownership verification

Certificate N... © Status/Ap... © Domain N... & Certificate... © Description € Associate Re... Certificate... © Autoren... € QOperation

- - Verify Domain Name | Withdraw Application

@ Pending ~

Step 4 On the Verify Domain Name page, view the content for Host Record, Record
Type, and Record Value. Figure 1-5 shows an example.

If Host Record, Record Type, and Record Value are not displayed, log in to the
mailbox to view. The mailbox is the one you provide during certificate application.

Figure 1-5 Viewing a host record

DNS

Certificate Name: 3 Domain Name:

Frocedure Go to the DNS platform hosting the following domain name and add a record using the following information.(Wha

tls a Host Record?)

View Tutorials

Domain Na... Heost Record Record Type Record Value

( TXT

« Check the verificafion results in a timely manner fo ensure that the issuance progress is not being held up by verification failure
s. How Do | Check Whether DNS Venfication Is Successful?

« [f you have configured DNS resolution on the DMS console, click Verify to check your configuration.

«
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Step 5 Go to the DNS service provider of your domain name and add a record. For
details, see Manual DNS Verification.

Step 6 Check whether the domain name verification takes effect. For details, see Manual
DNS Verification.

Step 7 Review the DNS verification result.

If you have verified the domain name ownership, the CA will take 2 to 3 working
days to verify your information. You can proceed to the organization verification
step only after the application is approved.

--—-End

Step 4: Verify the Organization

If you apply for an OV SSL certificate, the CA sends an organization verification
email after domain name ownership is verified. The CA validates your organization
identity by contacting you through the method you select.

e If you purchase a certificate again from the same CA within 13 months and
the certificate information is not changed, organization verification is not
required.

e After the organization verification completes, it takes some time for CA to
complete the verification.
Step 1 Log in to the mailbox you left when applying for a certificate.
Step 2 Open the organization verification email from the CA.
Step 3 Reply to the email from the CA to select an organization verification method.

Step 4 Cooperate with the CA and complete the verification by the method you select.
----End

Step 5: Issue an SSL Certificate

Your SSL certificates will be issued after the CA approves your application. The
certificate approval time depends on how quickly you respond with requested
information from the CA. The CA contacts you through the reserved email address
and phone number. Ensure you can be contacted through the information you
leave when applying for the certificate.

Generally, the CA manually reviews the information about an OV SSL certificate
after the organization verification is complete. If the information is correct, the
review takes three to five working days. After the CA approves the certificate, it
issues the certificate. The certificate takes effect upon issuance. The OV SSL
certificate application is complete.

Using OV SSL Certificates

After applying for a certificate, you can deploy the certificate to other Huawei
Cloud services in one-click mode or download the certificate and deploy it on a
server.
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For details about how to deploy a certificate, see Deploying an SSL Certificate in
Other Cloud Products.

Downloading a Certificate.
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Getting Started Through Common
Practices

This topic introduces some common practices along with explicit operation
guidelines to help you quickly start with Cloud Certificate Manager (CCM).

Best Practices for SSL Certificate Manager

Best Practice Description

Resolving a DNS Record on Huawei After an SSL certificate application is
Cloud or Alibaba Cloud submitted to the CA, domain name
verification is required. This section
walks you through how to verify
domain name ownership on Huawei
Cloud and Alibaba Cloud.

Enabling HTTPS Encryption for This section describes the process of
Websites purchasing and installing an SSL
certificate on a server, helping you
convert an HTTP website into an
HTTPS-encrypted one with ease.

Quick Deployment of an SSL This section walks you through how to
Certificate to the Cloud use CCM to quickly deploy SSL
certificates you obtain through CCM or
a third party platform on your Huawei
Cloud CDN, WAF, or ELB instances,
converting your services from HTTP to
HTTPS and improving data access

security.
Using FunctionGraph to This section describes how to use
Automatically Obtain and Update FunctionGraph to automatically obtain
ECS Server Certificates and update an ECS server certificate.

With this method, there is no need to
manually update ECS server
certificates after certificate renewals.
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Best Practices for Private Certificate Management

Best Practice

Description

Best Practices for Private Certificate
Management

This section provides guidelines for
private certificate lifecycle
management and rotation and
describes private certificate statuses.

Best Practices for Private CA
Management

This section describes how to design
the hierarchy of private CAs and how
to manage private CAs throughout
their lifecycle, including management
of certificate revocation lists (CRLs)
and rotation of private CAs. This
section also describes different states
of private CAs.

Example PCA Code

This section describes the example
code of private CA management,
including creating, deleting, disabling,
and enabling a CA.

This section also provides example
code of private certificate
management, including applying for,
deleting, exporting, and revoking a
certificate.

Building an Internal Identity
Authentication System

This section walks you through how to
use CCM to establish a CA hierarchy
for your organization so that you can
issue and manage self-signed private
certificates internally.
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